**ALERT**

NEVER GIVE OUT your passwords or your Microsoft Authenticator App codes to
ANYONE, especially if they are claiming to be IT Support or Blackboard Support!

It happened to one of our users whose account was compromised by a malicious
actor who used a phish email posing as Charter Oak Tech Support to obtain phone
number and password from that user. Once the malicious actor got their
passwords, sprayed thousands of other phishing emails both within and outside
the COSC email system.

Here are the examples of the incident:

This is
Did
you apply to shut down your
school email? Kindly acknowledge
back if it's your email

Alright to cancel the shutdown
Sign in to continue process, you will receive a Duo
To il out this form, you must be signed n. Your code which you will text back

identity will remain anonymous.

Report Abuse

You receive a Duo code

SIGN IN

You receive a new Duo code

Code expired new code sent

Okay, i will update if anything on
your email address changes

Please call Blackboard Support at 844-889-9725 if you get this and they will help
you to prevent from happening. Thank you!



